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Introduction to Number Theory



Prime Numbers

• Prime numbers only have divisors of 1 and self 
• they cannot be wri7en as a product of other numbers
• note: 1 is prime, but is generally not of interest 

• eg. 2,3,5,7 are prime, 4, 6, 8, 9, 10 are not
• Prime numbers are central to number theory
• List of prime number less than 200 is: 

2 3 5 7 11 13 17 19 23 29 31 37 41 43 47 53 59 61 67 
71 73 79 83 89 97 101 103 107 109 113 127 131 137 139 
149 151 157 163 167 173 179 181 191 193 197 199
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Prime Number
The primes less than 2000
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Prime Factorisation

• To factor a number n is to write it as a product of other 
numbers: n=a × b × c
• Note that factoring a number is rela8vely hard compared to 

mul8plying the factors together to generate the number 
• The prime factorisa-on of a number n is when its wri;en 

as a product of primes 
• eg. 91=7×13 ; 3600=24×32×52
• It is unique
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Rela%vely Prime Numbers & GCD

• Two numbers a, b are rela%vely prime if have no common
divisors apart from 1

• eg. 8 & 15 are rela9vely prime since
• factors of 8 are 1,2,4,8 and
• Factors of of 15 are 1,3,5,15 and
• 1 is the only common factor
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Relatively Prime Numbers & GCD

• Conversely can determine the greatest common divisor by
comparing their prime factoriza6ons and using least powers
• eg. 300=21×31×52 18=21×32
• hence GCD(18,300)=21×31×50=6
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The Euclidean Algorithm 
It is a simple procedure for determining the greatest common divisor
(GCD) of two positive integers.

UCLID(a, b)

1.  A ß a; B ß b 

2. if B = 0 return A = gcd(a, b) 

3. R = A mod B

4. A ß B

5. B ß R 

6. goto 2
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The Euclidean Algorithm 
Instant Test:
Find gcd(1970, 1066) 
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Multiplicative Inverse:

• If gcd (m,b)=1, then b has a multiplicative inverse

modulo m

• That is, for positive integer b<m, there exist a b-1 such

that bb-1 =1 mod m.

• The Euclidean algorithm can be extended so that, in

addition to finding gcd(m,b), if gcd is 1.

• The extended Euclidean algorithm returns the

multiplicative inverse of b
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Finding Multiplicative Inverse:
Using Extended Euclidean Algorithm

EXTENDED EUCLID (m,b)

1. (A1, A2, A3) ← (1, 0, m); (B1, B2, B3) ← (0,1, b)
2. If B3 = 0 return A3 = gcd(m, b); no inverse.
3. If B3 = 1 return B3 = gcd (m, b); B2 = b-1 mod m

4. Q= [A3 / B3]
5. (T1, T2, T3) ← (A1 - QB1, A2 – QB2, A3-QB3)

6. (A1, A2, A3) ← (B1, B2, B3)
7. (B1, B2, B3) ← (T1, T2, T3)
8. goto 2
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Finding Multiplicative Inverse of 550 in GF (1759)
Using Extended Euclidean Algorithm
Q A1 A2 A3 B1 B2 B3

1 106 -339 4 -111 355 1

1 0 1759 0 1 550
3 0 1 550 1 -3 109

5 1 -3 109 -5 16 5

21 -5 16 5 106 -339 4
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Fermat's Theorems
Two theorems that play important roles in public-key cryptography
are Fermat's theorem and Euler's theorem.
Fermat's Theorem:

First form of the theorem requires that b be relatively prime
to P, but this form does not.
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Euler's Totient Function
Euler's Totient Function, f(n), defined as the number of positive
integers less than n and relatively prime to n. By convention, f(1) = 1.

Example:

Instant Exercise:
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Euler's Totient Function (Cont’)
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Euler's Totient Function (Cont’)

Prove that Ø(20) is 8.
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Euler’s Theorem
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The Powers of an Integer, Modulo n
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Primitive Root 
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Primitive Root 
• Let n be a prime integer.

• Then, g is a primitive root for n if the first n-1 powers

of g: g1,g2,g3,…….gn-1 include all of the distinct n-1

integers (except 0) in the class modulo n.
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Primitive Root 

For the prime number 19, its primitive roots are 2, 3, 10, 
13, 14, and 15.
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Discrete Logarithm 
• In general, the goal of exponentials is to calculate the product:

For example: x=23

• The goal of logarithms is to calculate the exponents:

For example: x= log 2(8)    (8=2x)
• The discrete logarithm, we need to apply a modulo operation in

the letter:

• x= log 28 (mod 13)

• Other way of notation x =dlog 2,13 (8)
• Equivalently, 8=2x (mod 13)

Where: x=exponent, 2=base, 13= modulus, 8 remainder.
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Discrete Logarithm 
• Example : 

• 2x (mod 7) = 4  [we need to find the value of x]
• x= 2 or 5  x={1….6}

• 4 (mod 7) = 4 and 32 (mod 7) = 5 
• There are two solutions. In the world of cryptography we are 

interested in discrete logarithms where each exponent has a 

distinct remainder. 

• If seems that if the modulus (p) of a prime number there are

certain base values (b) which generate distinct remainders for

different exponents (x= 1. 2, p-1).
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Discrete Logarithm 
• Example : 

• The discrete logarithm for modulus 7 generate

distinct remainders when using base value 3 or 5

and the remainder are in the range {1, ……, 6}
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Discrete Logarithm 
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Discrete Logarithm 
• Calculating 311 mod 7= x is very easy.

• But doing the opposite, calculating the discrete

logarithm 11=3x mod 17 is very difficult. Especially if
the modulus is at least 309 digits long.

• REMEMBER: Calculating a discrete logarithm is

HARD.

• To solve 11 = 3x mod 17 a computer need to try each

exponent x= 1,2,3,4 until the equation matches.
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Discrete Logarithm 
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Discrete Logarithm 
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Discrete Logarithm 
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Discrete Logarithm 
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Test for Primality 
Let n is given. Check whether n is composite or prime number

• Step-1: n-1= m x ak

• Step -2: T= am mod n  ; 1<a<n-1
• Step-3: for (p=1 to k-1)

{      
T=T2 mod n

if (T=+1)
return (composite)

if (T=-1)
return prime

}

Miller-Rabin Algorithm
If k=1 then n is
composite number
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